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Abstract

This paper will provide you with the essetial knowledgeto understandand setup
the M-ICE system. Se\eral chapterswill guideyou from the abstract architecture
to examplecon gurations of it the M-ICE componerts. The examplesystemsare
running SUSELINUX 9.0 professionalon i386 architecture. 1

11 am not responsible for any damagecausedby my software or by this documertation!
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Chapter 1

Assumptions

To make our designwork theoretically, we needto create and acceptsomeas-
sumptions. Making assumptionsis often usedin theoretic scienceto make a
situation cleanerand simpler (remeber mathematic proves). To be honestthis
project is far beyond theory but somethings are too random and too complex,
that is the samereasonwhy security certi cations, like CAPP [7], needto make
assumptionstoo, to keepthem realistic. 1 We haveto trust somesystemertities
that we can not fully cortrol norverify but that are essetial for the operation
of our system. The administrator needsto make surethat theseassumptionsdo
not get violated. 2 Al trusted systemcomponerts:

SystemHardware

Operating-SystemKernel

Super-User(root)

all Daemonsrunning asroot (especially: syslogd,auditd, apade)
setuid Programs

LAUS Subsystem

M-ICE componerts

For moreinformation about security-certi ed operating-systemgseadthe security-
guideand LAuS documertation deliveredwith SUSE Linux Enterprise  Server
8 + ServiceP ak3 + certi cation-eal3*.rpm.

lget SUSE Linux Enterprise  Server 8 + ServiceP ak3 to run a certied systemwith
security-level EAL3+

2somerules like the trust in the root user may get violated but these violation should be
detected by the systemitself



Chapter 2

Arc hitecture

Before we go to the details of the systemsarchitecture | should make clear the
goalsl tried to read. First | want to provide a systemthat can be customized
easilyto t ewerybodys needsand to closethe gap betweenIDS researt and IDS
application in real-life.

M-ICE is splited up into seeral basiccomponerts. Thesebasiccomponerts
can be customizedby applying dynamic loadable modules. All components ex-
changeinformation via a TCP/IP network or via local interprocesscomnunica-
tion. All parts of M-ICE can be run on a single systemor can be installed on a
dedicatedsystemand distributed in a network.

First our IDS needsto getthe audit-data. Thesedata is generatedon a host,
the client in the IDS context, and can be application-level data like syslog or
kenel-le\el data like syscalllogs (BSM, LAuS, ...). Forwarding these data will
by doneby the DataForwarder. The DataForwarder hasto load three modules,
oneto lter the raw data, oneto pseudorymize the userrelated iderti ers, and
another one to corvert the audit-data to a standard format. After passingall
modules the DataForwarder sendsthe data to an analysis-ageh and/or to a
database.

M-ICE usestwo kinds of databases,one for archiving raw audit-data and
another onefor collecting all detectedalerts. In the caseof uncirtainnessabout
on system compromisethe rst databasescan be queried manually to obtain
usefulinformations.

The raw-log databaseis asserbled by using a gernericnetwork daemonthat
is called BufferDaemonand two modules. One module is usedto decade the data
received from the network, the other module processeghe network data after a
user-de neddelay and sendit to a local MySQL database.

The analysis-agehis asserbled in an equalway by using the BufferDaemon
a decaling module, and a postprocessingmodule. The postprocessingmodule is
the code part wherethe analysishappens. The analysis-ageh can sendits data
to another analysis-aget and/or to the ManagementHost

The ManagementHosis a conmbination of a BufferDaemon a decaling mod-
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ule, a postprocessingmodule, seeral reaction-agems, and a MySQL database
for archiving receiwed alerts. The ManagementHosteceivesthe alerts of the M-
ICE analysis-agets in the IDMEF [1] format. By using a standardizedmessage
format in combination of a exible relation of alert-IDs and reaction-typesit is
possibleto handle even other Intrusion Detection Systemslike Snort (with the
apropriate output module).

If a reaction has to be executed,a message(RPC like) will be send from
the ManagementHosto the ReactionDaemonon the cliernt. The reactions are
implemerted as a dynamic loadable module. The modules are identied by an
ID that is send within the messagefrom the ManagementHost By this way
reactionscan be addedat runtime and are very exible.



Chapter 3

Software

The M-ICE project is hostedat Sourceforgg5]. All documertation, source-cae
and binary RPM les can be downloaded from there. The project provides a
RPM le for ewvery logical componert of the M-ICE systemand RPM les for
logical setsof componerts, like mice-all-client-0.1-0.i386.rpm for all les
neededfor the client system. A list of RPM les:

mice-0.1-0.i386.rpm
mice-all-analysis-0.1-0.i386.rpm
mice-all-clieri-0.1-0.i386.rpm
mice-all-managemeti0.1-0.i386.rpm
mice-all-ravlogdb-0.1-0.i386.rpm

mice-bu erdaemon-0.1-0.i386.rpm

mice-bu erdaemon-aa-0.1-0.i386.rpm

mice-bu erdaemon-mngnthost-0.1-0.i386.rpm
mice-bu erdaemon-ravlogdb-0.1-0.i386.rpm
mice-dataforwarder-0.1-0.i386.rpm
mice-madule-dec-idmef-tvo sh-0.1-0.i386.rpm
mice-malule-dec-logformat-tvo sh-0.1-0.i386.rpm
mice-maule-dec-vebstat-unixdomain-0.1-0.i386.rpm
mice-malule- Iter-regex-0.1-0.i386.rpm

mice-madule-format-simple-0.1-0.i386.rpm
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mice-madule-pop-aa-regex-0.1-0.i386.rpm
mice-malule-pop-aa-vebstat- fo-0.1-0.i386.rpm
mice-malule-pop-act-generic-0.1-0.i386.rpm
mice-madule-pop-mysql-0.1-0.i386.rpm
mice-malule-pop-syslog-0.1-0.i386.rpm
mice-malule-pop-webstat-idmef-0.1-0.i386.rpm
mice-maule-pseudo-dummng-0.1-0.i386.rpm
mice-malule-rct-dummy-0.1-0.i386.rpm
mice-malule-rid-courtermeasure-0.1-0.i386.rpm
mice-madule-rid-saveto le-0.1-0.i386.rpm
mice-madule-rid-sendtoalertdb-0.1-0.i386.rpm
mice-malule-rid-writetosyslog-0.1-0.i386.rpm
mice-reactiondaemon-0.1-0.i386.rpm

Additional RPM padagescan be found at the download-sectionof the M-ICE
Sourceforgehomepagetoo, like:

libidmef-0.7.2-0.i586.rpm
libidmef-dewel-0.7.2-0.i586.rpm
ntp-4.2.0-0.i1586.rpm

LAuS'ized Linux kernel



Chapter 4

Client Setup

In the M-ICE context the client is the systemwe want to monitor. ldeally the
client systemruns the DataForwarder and the ReactionDaemon When we think
about our IDS asan circle of processingdata, the client systemis the conjunction
betweenthe start-point (DataForwarder) and the end-point (ReactionDaemoi

4.1 The Linux Audit Subsystem - LAuUS

The Linux Audit Subsystem(LAuS) wasdeweloped by the SUSELinux Security-
Team during a security certi cation (EAL3). LAuS enablesan admin to log
syscallsand to have an audit-trail to follow the track of every login.

If you are running an SUSE systemyou can download the RPM padage for
the binary kernel or the kernel-source. Otherwise you needto download the
kernel- patchesfrom SuSEto patch and compile your own kernel. Additionally
to the modi ed kernelyou needto download and install the user-spacdools and
modi ed systemtools. Most of these systemtools are just available for SUSE
Linux Enterprise  Server 8 with ServiceP ack 3. Fortunately everything
we needfor syscall-loggingis available for free.

4.1.1 Setup

At this point | assumea systemwith a LAuS'ized kerneland all user-spacdools
installed. To get an overview of LAuUS read laus(7)
The audit-subsystemcan easily be startet:

root@client # rcaudit start
Starting audit subsystem

root@client  # rcaudit status
Checking for audit daemon:

Lall necessanylinks are listed at the download-sectionof the M-ICE homepage



To read or seard in the logsuseaucat(1l) or augrep(l), like:

root@client:~ # aucat

2004-02-01T15:44:12 0 1787 root [AUDIT start] audit system started
2004-02-01T15:45:18 0 1787 root [AUDIT_stop] audit system stopped
2004-02-01T15:45:23 0 1833 root [AUDIT start] audit system started
root@client:~ # augrep -h
TIME PID LOGIN DATA

2004-02-01T15:44:12 1787 root [AUDIT start] audit system started
2004-02-01T15:45:18 1787 root [AUDIT stop] audit system stopped
2004-02-01T15:45:23 1833 root [AUDIT start] audit system started
root@client:~ #

The lter rulesfor the syscallscanbe found in /etc/audit/filter.conf and

the correspnding man-pagesre audit-filesets.conf(5)

The default lter-rules shouldsu ce.

The last stepwould be to enablethe audit-subsystemat boot-time. We have

two possibilitiesto start auditing. The servicethat autherticate userscan attach
processedo the audit-subsystem@ or we can simply attach ewery process. |
choosethe latter mothod by creating and editing le /etc/sysconfig/audit
activating serviceaudit and rebooting the madine:

root@client:~ # echo "AUDIT_ATTACH_ALL=%"/etc/sysconfig/audit

root@client:~ # chkconfig

root@client:~ # reboot

Hopefully everything werts ne and your systemcomesbadk with a full fea-

-set audit

tured audit-subsystem. Depending on your machine and on your con g you may
recognizea higher level of load. But now we have a lot more log information

available:

root@client:~ # aucat | wc -l

3297
root@client:~ # aucat
2004-02-01T16:19:36
2004-02-01T16:19:36
2004-02-01T16:19:36

2004-02-01T16:19:36
2004-02-01T16:19:36

| tail
3322

3323
3324

3325
3326

1302

1302

1302

1302
1302

-1
-1

[PROC realgid] setgroups32(1,
result=0

and audit-filter.conf(5)

[51]);

[PRIV_userchange] setresuid32(-1, 51, -1);
result=0

[PRIV_userchange] setresuid32(-1, 0, -1);
result=0

[PROC realgid] setgid32(0);

[PROC realgid] setgroups32(1,
result=0

2this requiresmodi ed systemtools and at least pam_laus:so

result=0

[0]);



2004-02-01T16:19:36 3327 1302 -1 [PRIV_userchange] setuid32(0); result=0

2004-02-01T16:19:41 3328 1754 -1 [PROC_execute] execve("/usr/sbin/aucat”,
['aucat”], [data, len=0])

2004-02-01T16:19:41 3329 1755 -1 [PROC_execute] execve("/usr/bin/wc",
["'wc",  "-I"], [data, len=0])

2004-02-01T16:19:41 3330 1754 -1 [FILE open] open("/var/log/audit.d/bin.0",
O_RDONLYY)esult=3

2004-02-01T16:19:48 3331 1756 -1 [PROC_execute] execve("/usr/sbin/aucat”,
[aucat”], [data, len=0])

| adviseyou to readall the man-pagedo geta clue about this powerful system
and to customizeit. If you have accesso the certification-eal3.rpm read
the security-guide included.

4.2 Data Forw arder

At least the client needsto forward the audit-data to the databaseand/or the
analysis-ageh The DataForwarder will switch to userdatafwd and group mice
after it hassetup itself correctly. Pleasecreatethis userand group.

4.2.1 Installation

For this purposewe have to install the DataForwarder.

root@client # rpm -ivh mice-dataforwarder-0.1-0.i386.rpm

mice-dataforwarder HHAHH AR R R R R
root@client  # rpm -gql mice-dataforwarder
letc/M-ICE

/etc/M-ICE/dataforwarder.conf
/etc/init.d/MICE-dataforwarder

/usr/sbin/dataforwarder
/usr/share/doc/packages/mice-dataforwarder
/usr/share/doc/packages/mice-dataforwarder/AUTHORS
/usr/share/doc/packages/mice-dataforwarder/COPYING
/usr/share/doc/packages/mice-dataforwarder/ChangelLog
lusr/share/doc/packages/mice-dataforwarder/INSTALL
lusr/share/doc/packages/mice-dataforwarder/NEWS
lusr/share/doc/packages/mice-dataforwarder/README
/usr/share/doc/packages/mice-dataforwarder/TODO

Additionally we have to install the Iter module, pseudotymizer module, and
the format module.
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root@client # rpm -ivh mice-module-filter-regex-0.1-0.i386.rpm
mice-module-filter-regex FHHHH R R R R R R R R
root@client # rpm -gl mice-module-filter-regex
/etc/M-ICE/mice_mod_flt_regex.conf
lusr/lib/mice_mod_flt_regex.a

usr/lib/mice_mod_flt_regex.la
{usr/lib/mice_mod_flt_regex.s0.1.0.0
/usr/share/doc/packages/mice-module-filter-regex
lusr/share/doc/packages/mice-module-filter-regex/AUTHORS
lusr/share/doc/packages/mice-module-filter-regex/COPYING
lusr/share/doc/packages/mice-module-filter-regex/ChangelLog
/usr/share/doc/packages/mice-module-filter-regex/INSTALL
/usr/share/doc/packages/mice-module-filter-regex/NEWS
/usr/share/doc/packages/mice-module-filter-regex/README
lusr/share/doc/packages/mice-module-filter-regex/TODO

root@client # rpm -ivh mice-module-pseudo-dummy-0.1-0.i386.rpm
mice-module-pseudo-dummy  #HHHHHHHHHHHHHHH A
root@client # rpm -gl mice-module-pseudo-dummy
/etc/M-ICE/mice_mod_psd_empty.conf
lusr/lib/mice_mod_psd_empty.a

/usr/lib/mice_mod_psd_empty.la
[/usr/lib/mice_mod_psd_empty.s0.1.0.0
lusr/share/doc/packages/mice-module-pseudo-dummy
/usr/share/doc/packages/mice-module-pseudo-dummy/AUTHORS
lusr/share/doc/packages/mice-module-pseudo-dummy/COPYING
/usr/share/doc/packages/mice-module-pseudo-dummy/Changelog
/usr/share/doc/packages/mice-module-pseudo-dummy/INSTALL
/usr/share/doc/packages/mice-module-pseudo-dummy/NEWS
/usr/share/doc/packages/mice-module-pseudo-dummy/README
lusr/share/doc/packages/mice-module-pseudo-dummy/TODO

root@client # rpm -ivh mice-module-format-simple-0.1-0.i386.rpm
mice-module-format-simple  #HHHHHHHHHHHHHHHHH AR
root@client # rpm -gl mice-module-format-simple
/etc/M-ICE/mice_mod_fmt_simple.conf
lusr/lib/mice_mod_fmt_simple.a

/usr/lib/mice_mod_fmt_simple.la
/usr/lib/mice_mod_fmt_simple.s0.1.0.0
lusr/share/doc/packages/mice-module-format-simple
/usr/share/doc/packages/mice-module-format-simple/AUTHORS
/usr/share/doc/packages/mice-module-format-simple/COPYING
/usr/share/doc/packages/mice-module-format-simple/ChangelLog

11



/usr/share/doc/packages/mice-module-format-simple/INSTALL
/usr/share/doc/packages/mice-module-format-simple/NEWS
lusr/share/doc/packages/mice-module-format-simple/README
lusr/share/doc/packages/mice-module-format-simple/TODO

4.2.2 Con guration

The con guration le iswritten in the MS Windows INI-format. 3 The following
showsthe default con guration le for the DataForwarder (/etc/M-ICE/dataforwarder.conf  ):

#

# This is the Config File for the Data-Forward Agent - Part of M-ICE IDS
#

# ThomasBiege <thetom@uin4d.de>

#

[SQL_SERVER]

SQLIP = 172.16.0.10
SQLPORT = 3366
Server

SQLPROTG TCP

[ANALYSIS_SERVER]
ASIP = 172.16.0.10
ASPORT = 3367
ASPROTO = TCP

[SECURITY_AND_PRIVACY]

ENCRYPT = yes
PSEUDO = no

FILTER = yes

USER = datafwd
GROUP = mice
CHROOT = /var/datafwd/
ENCKEY = "changeme"
CRYPTMOP "twofish"
DEVRANDGMdev/random
[LOGFILE_LIST]

3People may not like it but it's a well-known format and easyto understand. It may be
replacedby a more sophisticated format in the future
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FILE = /var/log/messages

#FILE = /var/log/xferlog

#FILE = /var/log/secure_server.log
#FILE = /var/log/ntp

#FILE = /var/log/faillog

#FILE = /var/log/http.access_log
#FILE = /var/log/http.error_log

[MODULES_SEARCH_PATH]
MODPATH = /usr/lib/

[MODULES]

MOD_FILTER = mice_mod_flt regex
MOD_LOGFORMAice_mod_fmt_simple
MOD_PSEUDONYMce_mod_psd_empty

[MODULES_CONFIG_FILE]

FILTERCONF = /etc/M-ICE/mice_mod_flt_regex.conf
LOGFORMATCON#¥/etc/M-ICE/mice_mod_fmt_simple.conf
PSEUDONYMCON¥/etc/M-ICE/mice_mod_psd_empty.conf

[MISC]

SHMSIZE = 10240
SLEEPINV =2
RECONNECT= 15

PIDPATH = /var/run/M-ICE/

#SYSLOGFACLOG_DAEMON

The le is subdevidedin sections. Sectionsare starting with [SECTIONNAME]
Eadh section accommalates various items of di erent types: integer, strings,
array. Commerts start with #.

The rst section[SQLSERVERE usedto specify the connectionto the raw-
log database. The item SQLIPand SQLPORdJan be usedto de ne the address
and the port number of the databasesener. If both are setto 0 no data will
be send. SQLPROTE nes the protocol. The default is TCP, but it can alsobe
UDP or somethingelse.E

The samegoesfor section[ANALYSISSERVER]

Section[SECURITYANDPRIVACYtortains the parametersthat in uence the
security and privacy settings of the DataForwarder (what a suprise).

ENCRYPT \yed or\na to encrypt

the data sert over the network or not °
4at the momert just TCP is supported
Sdisable encryption if you encourter chedsum errors when receiving data
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PSEUDO \yed or\na to pseudotrymize
user-relatedaudit-data or not
FILTER \yed or\no to lter
the audit-data or not
USER this de nes the userto changeto after setting up
all the neededfunctions that needroot privileges
GROUP sameasUSER for the group ID
CHROOT directory to chroot to ©
ENCKEY Key to usefor encryption ’
CRYPTOMOD crypto module to load, this module is the crypto
algorithm to use®
DEVRANDOM sourceof randomness’

A list of data-sourceshaveto be setin section[LOGFILELIST]. The item type
is a string array and can cortain plain-text application log le (sysklog(8) ) or
character device les that output data line-by-line.

FILE nameof le or char device
can be de ned multiple time

The next three sectionsare neededto provide information for the dynamic
loadable modules. Section[MODULESEARCHATH)]is a list of pathes where to
look for the modulesto load. It works the sameway assection[LOGFILELIST].

MODPATH name of path wheremodulesare be located

Section[MODULESjortains the name of the Iter, format and pseudorymi-
sation module (without the trailing \ .sd ).

MOD FILTER Iter module
MOD _LOGFORMAT format module
MOD _PSEUDONYM pseudolymisation module

The con g le for the appropriate module canbe speci ed in section[MODULESONFIGILE] .

FILTERCONF Iter modulecong le
LOGFORMATCONF format module cong le
PSEUDONYMCONF pseudolymisation module cong le

®not implemented at the momert

"M-ICE usessymmetric cryptograpie

8at the momert just \ two sh\ should be used
°not usedat the momert
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The last section [MISC] cortains various information that do not t in the
previous sections.

SHMSIZE sizeof sharedmemoryto bu er raw log data
SLEPPINV delay interval between le cheds in seconds
RECONNECT number of failed reconnectsto databasesener
and/or analysis-ageh beforegiving up
PIDPATH directory to placePID le to

Pleaseread the con guration les of the modulestoo. The most interessting
oneisthe Iter con g le which contains a list of regular expressionsisedto lter
the raw log data.

4.2.3 Controlling

Controlling the DataForwarder can easily be doneby usingthe SysV-like rc- le,
like usual.

root@client # rcMICE-dataforwarder start

M-ICE IDS: Starting DataForwarder done
root@client # rcMICE-dataforwarder status

M-ICE IDS: Status of DataForwarder

2099

done
root@client # rcMICE-dataforwarder stop
M-ICE IDS: Stopping DataForwarder done

4.3 Reaction Daemon

IF you want to executereactionson the client you have to install and con gure
the ReactionDaemon The following sectionswill descrike all the neededsteps.

4.3.1 Installation
Installation of the appropriate RPM padkages.

root@client # rpm -ivh mice-reactiondaemon-0.1-0.i386.rpm

mice-reactiondaemon HHAHHHH AR AR R R R
root@client # rpm -gl mice-reactiondaemon
letc/M-ICE

/etc/M-ICE/reactiondaemon.conf
/etc/init.d/MICE-reactiondaemon
fusr/sbin/reactiondaemon

15



/usr/share/doc/packages/mice-reactiondaemon
/usr/share/doc/packages/mice-reactiondaemon/AUTHORS
lusr/share/doc/packages/mice-reactiondaemon/COPYING
lusr/share/doc/packages/mice-reactiondaemon/ChangelLog
lusr/share/doc/packages/mice-reactiondaemon/INSTALL
/usr/share/doc/packages/mice-reactiondaemon/NEWS
/usr/share/doc/packages/mice-reactiondaemon/README
/usr/share/doc/packages/mice-reactiondaemon/TODO

Additionally we have to install the reaction module(s).

root@client # rpm -ivh mice-module-rct-dummy-0.1-0.i386.rpm

mice-module-rct-dummy HHHHHHHH
root@client # rpm -gl mice-module-rct-dummy
letc/M-ICE

/etc/M-ICE/mice_mod_rct_dummy.conf
{usr/lib/mice_mod_rct_dummy.a
{usr/lib/mice_mod_rct_dummy.la
/usr/lib/mice_mod_rct_dummy.s0.1.0.0
/usr/share/doc/packages/mice-module-rct-dummy
/usr/share/doc/packages/mice-module-rct-dummy/AUTHORS
lusr/share/doc/packages/mice-module-rct-dummy/COPYING
lusr/share/doc/packages/mice-module-rct-dummy/ChangelLog
/usr/share/doc/packages/mice-module-rct-dummy/INSTALL
/usr/share/doc/packages/mice-module-rct-dummy/NEWS
/usr/share/doc/packages/mice-module-rct-dummy/README
lusr/share/doc/packages/mice-module-rct-dummy/TODO

4.3.2 Con guration

The following shavsthe default con guration le (/etc/M-ICE/reactiondaemon.conf ):

#

# This is the Config File for the ReactionDaemon- Part of M-ICE IDS
#

# ThomasBiege <thetom@uin4d.de>

#

[FUNCTION_ID]
FID = 0x000001
#FID = 0x000002
#FID = 0x000003
#FID = 0x000004
#FID = Ox0000FF
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[REACTION_MODULES]
RCT_MOD mice_mod_rct_system

[REACTION_MODULES_CONFIG_FILE]
RCT_FILE= /etc/M-ICE/mice_mod_rct_system.conf

[NETWORK]
P =0.0.00
PORT = 1977

[SECURITY]

PASSWORB changeme

CRYPTMOPB twofish

CHROOT = /var/M-ICE/chroot/reactiondaemon/

[MISC]
PIDPATH = /var/run/M-ICE/
MODPATH = /lib/M-ICE/

BACKLOG = 16

The array sections[FUNCTIOND] and [REACTIOMIODULES}fe neededto
connecta function-ID to an appropriate reaction module. A function-ID is an
unique number that represems a reaction type/module and is part of the reac-
tion messagesendfrom the ManagementHosto the client. In our examplethe
function-ID 0x000001corresmpnseto the module mice_modrct _system.

The con g les for the reactionmodulesarede ned in array section[REACTIONWMODULESONFIG
The rst entry in section[REACTIOMWMODULESpresmnseto the rst ertry in
section[REACTIOMODULE3ONFIGILE] and soon.

Section[NETWORIsEt the network related parameters

IP IP adressto listen to
PORT port number to listen to

Security settingsare cortrolled by the parametersin section[SECURITY]and
are similar to the parametersof the DataForwarder.

The samegoesfor section [MISC]. The parameter BACKLO& nes the con-
nection badlog for the socket.

4.3.3 Controlling

Controlling of the ReactionDaemoncan easily be done by using the SysV-like
rc- le, like usual.
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root@client # rcMICE-reactiondaemon start
M-ICE IDS: Starting ReactionDaemon done
root@client # rcMICE-reactiondaemon status
M-ICE IDS: Status ReactionDaemon:
3068
done
root@client # rcMICE-reactiondaemon stop
M-ICE IDS: Stopping ReactionDaemon

4.4 What else?

The DataForwarder should be started after all other componerts were set up.
The ReactionDaemorcan be started immediately becauset just acceptsconnec-
tions. That's all...
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Chapter 5

Raw-Log Database

Most of the senersusedby M-ICE are a conbination of the BufferDaemonplus
a decdaling and a post{processingmodule. The databasecan be installed on the
client or on a di erent system.

5.1 BuerDaemon

The BufferDaemonis a generic network sener. It reads data from the net-
work, writes it in a ring-bu er and post-processeshe bu ered data after a
user-de ned time interval. Network seners often just dier in data-encaling
and data-processingbut most basic parts are the same. That is the reasonfor
the BufferDaemon it provides all the basic tasks and can be customized by
using dynamic loadable decaling modules and post{processingmodules. The
BufferDaemonwill switch to user datafwd and group mice after it has setup
itself correctly. Pleasecreatethis userand group.

5.1.1 Installation

There is only one BufferDaemon but di erent kinds of BufferDaemonRPM les
that include the appropriate con g les.

root@rawlogdb # rpm -ivh mice-bufferdaemon-0.1-0.i386.rpm

mice-bufferdaemon HHHAHHHH R AR R R R
root@rawlogdb # rpm -gl mice-bufferdaemon
letc/M-ICE

/etc/M-ICE/bufferdaemon.conf
/etc/init.d/mice-bufferdaemon

lusr/sbin/bufferdaemon
/usr/share/doc/packages/mice-bufferdaemon
lusr/share/doc/packages/mice-bufferdaemon/AUTHORS
lusr/share/doc/packages/mice-bufferdaemon/COPYING
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/usr/share/doc/packages/mice-bufferdaemon/ChangelLog
/usr/share/doc/packages/mice-bufferdaemon/INSTALL
/usr/share/doc/packages/mice-bufferdaemon/NEWS
lusr/share/doc/packages/mice-bufferdaemon/README
lusr/share/doc/packages/mice-bufferdaemon/TODO

root@rawlogdb # rpm -ivh mice-bufferdaemon-rawlogdb-0.1-0.i386.rpm
mice-bufferdaemon-rawlogdb  #HHHHHHHHHHHHHHHHHHHHHH R
root@rawlogdb # rpm -gl mice-bufferdaemon-rawlogdb
/etc/M-ICE/bufferdaemon-rawlogdb.conf

/etc/init.d/mice-bufferdaemon-rawlogdb

root@rawlogdb # rpm -ivh mice-module-dec-logformat-twofish-0.1-0.i386.rpm
mice-module-dec-logformat-twofish  #HHHHHHHHHHHHHHHHHHHH
root@rawlogdb # rpm -gl mice-module-dec-logformat-twofish

letc/M-ICE

letc/M-ICE/mice_mod_dec_logformat_twofish.conf
/usr/lib/mice_mod_dec_logformat_twofish.a

lusr/lib/mice_mod_dec_logformat_twofish.la
/usr/lib/mice_mod_dec_logformat_twofish.s0.1.0.0
lusr/share/doc/packages/mice-module-dec-logformat-twofish

/usr/share/doc/packages/mice-module-dec-logformat-twofish/A UHOR
/usr/share/doc/packages/mice-module-dec-logformat-twofish/C OFING
/usr/share/doc/packages/mice-module-dec-logformat-twofish/C hangelLog
lusr/share/doc/packages/mice-module-dec-logformat-twofish/I NSALL
lusr/share/doc/packages/mice-module-dec-logformat-twofish/N EVS
/usr/share/doc/packages/mice-module-dec-logformat-twofish/R EAOME
/usr/share/doc/packages/mice-module-dec-logformat-twofish/T o

5.1.2 Con guration

Again the default cong le.

#

# This is the Config File for the Buffer-Daemon - Part of M-ICE IDS
#

# ThomasBiege <thetom@uin4d.de>

#

[ADDRESS]
BINDTO = 0.0.0.0

[PORT_NUMBER]
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PORT = 3366

[MODULES_SEARCH_PATH]
MODPATH /lib/M-ICE/

[DECODING_MODULES]
DEC_MO®D mice_mod_dec_logformat_twofish

[DECODING_MODULES_CONFIG_FILE]
DEC_FILE= /etc/M-ICE/mice_mod_dec_logformat_twofish.conf

[POSTPROC_MODULES]
POST_MGPmice_mod_pop_mysql

[POSTPROC_MODULES CONFIG_FILE]
POST_FILE= /etc/M-ICE/mice_mod_pop_mysql.conf

[TIME_INTERVALS]
TIMEINV= 2

[CACHE_AND_RINGBUFFER]

MMPATH= /var/M-ICE/cache \texttt{BufferDaemon}
MMSIZE = 0

RBSIZE = 100

[SECURITY_AND_PRIVACY]

PSEUDO = no
USER = datafwd
GROUP = mice

CHROOT = /var/M-ICE/chroot/bufferdaemon/

[MISC]
PIDPATH = /var/run/M-ICE/rawlogdb/
BACKLOG = 16

Section[ADDRESSind [PORTNUMBERY}ecify the 2-tuple to listen to. These
two sectionsare directly related to the [ENCODINGIODULESIn our example
it meansthat the BufferDaemonlistens to all interfaceson port number 1977
and forwards all data receiwed at this port to the appropriate decaling mod-
ule. 1 The plain data will be placed in a ring-bu er and processedby a
post{processingmodule after a user-de nedtime interval. This interval is speci-

1pleasenote that oneBufferDaemonis ableto handle multiple decading and post{pro cessing

modules at once
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ed in section[TIME_LINTERVALS]The post{processingmodule ertry in section
[POSTPRO@ODULES]directly relatedto the ertry in section[ENCODINGIODULES]
For the BufferDaemoncon guration we have alot of related sectionsthat may be
confusingat the rst time but the following item list may throw somelight on

it's data-processing:

listen on IP 0.0.0.0

wait for data on port 1977

acceptdata

data will be decaled by the module mice_moddec_logformat _twofish
the plain-text data will be bu ered in aring-bu er

after 2 secondshe

N o o A 0w dhRE

post{processingmodule mice_modpop_mysql will be called

The ring-bu er can be hold in memory or in a memory-mapped le 2, Both
can be con gured in section[CACHEANDRINGBUFFER]

MMPATH path fro memory-mapped le
MMSIZE sizeof mmapped le in number of ertries (O means\ ignora )
RBSIZE sizeof ring-bu er in number of ertries (0 means\ ignore )

| think the remaining sectionsare self-explaining.E

5.1.3 Controlling

root@rawlogdb # rcmice-bufferdaemon-rawlogdb start
M-ICE IDS: Starting BufferDaemon (RawLogDB) done
root@rawlogdb # rcmice-bufferdaemon-rawlogdb status
M-ICE IDS: Status BufferDaemon (RawLogDB):
16233 16241 16245
done
root@rawlogdb # rcmice-bufferdaemon-rawlogdb stop
M-ICE IDS: Stopping BufferDaemon (RawLogDB) done

2jit's not tested at the momert
31f not, let me know.
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5.2 MySQL Database

You may chooseone MySQL databasefor archiving both raw log-data and de-
tected alarms or just separateboth, that is up to you.

5.2.1 Installation

Just install the MySQL padage available for your system. It should be part of
the CDs shipped with the carton box you bough or you can fetch it from the
internet [6].

5.2.2 Con guration

I will just describe the basic steps neededto create a databasetable and the
appropriate userto accesghis table. First we ched if the sener is running and
createa database.

root@rawlogdb # rcmysql status
Checking for service MySQL:

root@rawlogdb # mysq|l
Welcometo the MySQLmonitor. Commandsnd with ; or \g.
Your MySQlconnection id is 2 to server version: 4.0.15

Type 'help;' or \n* for help. Type ‘¢ to clear the buffer.

mysql> create database mice_rawlog_tab
->
Query OK, 1 row affected (0.00 sec)

mysql> quit
Bye
root@rawlogdb #

Now we haveto |l this databasewith our structure. For this purposel have
written a text le that can be usedas input for the mysgl command. These
text le is part of the mice-0.1-0.i386.rpm le.

root@rawlogdb # mysgl mice_rawlog_tab <\

running

/usr/share/doc/packages/mice-all-rawlogdb/create_mysql_tab for_r aw | ogs. txt

The following tables were created. *

4Pleasenote, thesetables really needto be improved.
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CREATHABLErawlog_line  ( hostname
domain TEXT,
ip TEXT,
osystem TEXT,
release TEXT,
version TEXT,
date DATE,
time TIME,
logline TEXT,
signature TEXT);

CREATHABLEscslog _line  ( hostname
domain TEXT,
ip TEXT,
osystem TEXT,
release TEXT,
version TEXT,
date DATE,
time TIME,
syscall TEXT,
program TEXT,
pid INT
uid INT
euid INT
call TEXT,
comment TEXT);

CREATHABLEfirewall_line ( action

if_in TEXT,
if_out TEXT,
mac TEXT,
source TEXT,
destination TEXT,
ip_length TEXT,
tos TEXT,
prec TEXT,
ttl TEXT,
id TEXT,
protocol TEXT,
src_port TEXT,
dst_port TEXT,
pac_length TEXT,
date DATE,
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UNSIGNEDNOTNULL,
UNSIGNEDNOTNULL,
UNSIGNEDNOTNULL,
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time TIME);
At the last stepwewill createthe accourt for the MySQL userusedby M-ICE.

root@rawlogdb # mysqgl mice_rawlog_tab
Welcometo the MySQLmonitor. Commandsnd with ; or \g.
Your MySQlconnection id is 6 to server version: 4.0.15

Type 'help;’ or \n' for help. Type ¢ to clear the buffer.

mysql> grant INSERT,SELEC®n rawlog_line.* to micedb@127.0.0.1\
IDENTIFIEDBY ‘changeme?2’;
Query OK, 0 rows affected (0.00 sec)

mysql> grant INSERT,SELEC®n scslog_line.* to micedb@127.0.0.1\
IDENTIFIEDBY 'changeme?2’;
Query OK, 0 rows affected (0.00 sec)

mysql> grant INSERT,SELEC®n firewall_line.* to micedb@127.0.0.1\
IDENTIFIEDBY 'changeme?2’;
Query OK, 0 rows affected (0.00 sec)

Let us ched the tables.

mysql> select * from rawlog_line;
Empty set (0.02 sec)

mysql> select * from scslog_line;
Empty set (0.00 sec)

mysql> select * from firewall_line;
Empty set (0.00 sec)

mysql>

That's it sofar.

5.2.3 Controlling

Pleaseconsult the documertation of your vendorsMySQL padkagefor informa-
tion about cortrolling the MySQL sener.
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53 MySQL Mo dule

The MySQL module acts aspost{processingpop) module for the BufferDaemon
and is responsiblefor parsingthe raw data and putting the coocked data in the
MySQL database.

5.3.1 Installation

Standard procedure (note: libmysqgiclient.so.10 is needby this RPM padk-
age):

root@rawlogdb # rpm -ivh mice-module-pop-mysql-0.1-0.i386.rpm

mice-module-pop-mysq| HHHHHHH
root@rawlogdb # rpm -gl mice-module-pop-mysq|l
letc/M-ICE

/etc/M-ICE/mice_mod_pop_mysgl.conf
lusr/lib/mice_mod_pop_mysql.a
{usr/lib/mice_mod_pop_mysql.la
{usr/lib/mice_mod_pop_mysqgl.s0.1.0.0
/usr/share/doc/packages/mice-module-pop-mysql
/usr/share/doc/packages/mice-module-pop-mysql/AUTHORS
lusr/share/doc/packages/mice-module-pop-mysql/COPYING
lusr/share/doc/packages/mice-module-pop-mysqgl/ChangelLog
lusr/share/doc/packages/mice-module-pop-mysql/INSTALL
/usr/share/doc/packages/mice-module-pop-mysql/NEWS
/usr/share/doc/packages/mice-module-pop-mysql/README
lusr/share/doc/packages/mice-module-pop-mysgl/TODO

5.3.2 Con guration

The le of interest is named /etc/M-ICE/mice _modpop_mysqgl.conf and just
contains a handfull options.

#

# This is the Config File for the mice_mod_mysql- Part of M-ICE IDS
#

# ThomasBiege <thetom@uin4d.de>

#

[MYSQL_SERVER]
HOSTNAME 127.0.0.1
PORT = 3306
USER = micedb
PASSWORB changeme?2

26



DBNAME
MAXERR = 10

HOSTNAME
PORT
USER
PASSWORD
DBNAME
MAXERR

5.4 Usage

mice_rawlog_tab

addressof MySQL sener °

port number of MySQL sener

MySQL user

passvord of MySQL user

MySQL table name

threshold for errors accepteddue commnunication

Just start the BufferDaemon

root@rawlogdb # rcmice-bufferdaemon-rawlogdb start

M-ICE IDS: Starting

BufferDaemon (RawLog DB)

The databasecan be read out by using your favorite mysql-clier.

Slink is unencrypted and should be localhost or tunneled otherwise
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5.4.1 Reading out the Raw-Log Database

3¢-H My SQL Navigator 1.3.8 - mice@127.0.0.1
Eile Edit Style MySQL Tools Help
|| mice_rav #][select * from firewall_line where date>="2002-11-22"

Eile Tools Help

hostname |domain ip osystem | release version date time legline

O 1doru ashpoal.org 172.16.040 Linux 24.194GB #1 Fri Sep 13 13114 2002-11-22 15:36:58 Nev 22 15:36:58 |doru scslog2sysleg[264]: SCSLog - Syscall: socketcall | Program: waet | FID: 2272 | U]
O 1doru ashpool.org 172.16.040 Linux 24.19-4GE #1 FriSep 13 13114 2002-11-22 1237:02 Nov 22 19:37.02 |doru scslog2sysloal2841: SCSLog - Syscall: socketcall | Program: waet | PID: 2272 | U)
O gate ashpool.org 172.16.00.1  Linux 2.4.194GB #1 Wed Oct 3 13:27: 2002-11-22 15:37:47 Nov 22 15:37:47 gate kernel: SuSE-Fw-DROP-DEFALLT | pppd OUT= MAC= SRC=145.254.95.186 D!
O aate ashpoalorg 172.16.0.1  Linux 24.194GB #1 Wed Oct 3 13: 002-11-22 15:54:47 Nov 22 15:54:46 gate kernel: SuSE-Fw-DROP-DEFAULT | pppd OUT= MA 02.32.214.13 DS
O gate ashpool.org 172,16.0.1  Linux 24.19-9GB #1 Wed Oct 3 1327: 2002-11-22 16:09:59 Nov 22 16:09,57 gate kernel: SUSE-Fw-DROP-DEFAULT | ppp0 OUT= MAC= SRC=148.245.58.69 D51
O gate ashpool.org 172,16.0.1  Linux 24.194GB #1 Wed Oct 9 13; 002-11-22 16:24:32 Nov 22 16:24:30 gate kernel: SUSE-FW-DROP-DEFAULT IN=ippp0 OUT= MAC= SRC=81.48,195.233 DS
O aate ashpoalorg 172.16.0.1  Linux 24.194GB #1 Wed Oct 3 13: 002-11-22 16:31:31 Nov 22 16:31:30 gate kernel: SuSE-Fw-DROP-DEFAULT |
O gate ashpool.org 172.16.0.1  Linux 24.19-4GE #1 Wed Oct 9 13:27: 2002-11-22 16:37:55 Nov 22 16:37:55 gate kernel: SUSE-Fw-DROP-DEFALLT |
O gate ashpool.org 172.16.0.1  Linux 2.4.19-4GB #1 Wed Oct 3 13:27: 2002-11-22 16:38:01 Nov 22 16:38:01 gate kernel: SUSE-Fw-DROP-DEFAULT IN=ippp0 OUT= MAC= SRC=145.254.97.80 D51

il I I
Fields: 10, Records: 1071
X
File Tools Help
hostname | domain ip osystem |release version date time syscall program |pid |uid |auid |(aH |(ommemt
O 1doru ashpocl.org 172.16.040 Linux 24.134GB #1 Fri Sep 13 13114 2002-11-22 13:146:32 socketcall wget 1608 0 Qa 0 = socketcall(3, bfffenfo) cennect to IP: 131,
O 1doru  ashpool.org 172.16.040 Linux 24.19-9GE #1 Fri Sep 12 13114 2002-11-22 12:46:36 socketcall waet 1612 0 0 0 =socketcall(3, bfffeded)  connect to IP: 121,
O idoru ashpool.org 172.16.040 Linux 2.4.19-4GE #1 Fri Sep 13 13114 2002-11-22 13:46:40 socketcall woet 1612 0 Q 0 =socketcall(3, bfffe110)  connect to IP: 131,
O 1doru ashpocl.org 172.16.040 Linux 24.194GB #1 Fri Sep 13 13114 2002-11-22 13:146:44 socketcall wget 1615 0 Qa 0 = socketcall(3, bfffeded) cennect to IP: 131,
O 1doru  ashpool.org 172.16.040 Linux 24.19-9GE #1 Fri Sep 12 13114 2002-11-22 12:46:50 socketcall waet 1615 0 0 0 =socketcall(3, bfffe110)  connect to IP: 121,
O idoru ashpool.org 172.16.040 Linux 2.4.19-4GE #1 Fri Sep 13 13114 2002-11-22 1346:52 socketcall woet 1618 0 Q 0 =socketcall(3, bfffeCed)  connect to IP: 131,
O 1doru ashpocl.org 172.16.040 Linux 24.139-4GB #1 Fri Sep 13 13114 2002-11-22 15 58 socketcall wget 22720 Qa 0 =socketcall(3, bfffe0bd)  connect to IP: 131,
O 1doru_ ashpool.org 172.16.040 Linux 24.19-9GE #1 Fri Sep 12 1314 2002-11-22 15:237:02 socketcall waet 2272 0 0 0 = socketcall(3, bfffeded)  connect to IP: 121,
i il T
Fields: 15, Records: 193
X|
Eile Tools Help
action |if_ir| |if_out |ma( SQUrCe destination ip_length |tos |pra( |tt\ |id |uroto(c| src_port | dst_port | pac_length |date |time |
O DROP-DEFAULT ippp0 HO WALUE NO WALUE £4.123.89.88 145.254.86,202 78 a 108 9320 UDP 1023 137 78 2002-11-22 16:37:55
[ DROP-DEFAULT ippp0 NO WALUE NO VALUE 145.254.97.80 145.254.96.202 78 0 Q 126 1200 UDP 1023 137 78 2002-11-22 16:3301
[ DROP-DEFAULT ippp0 NO WALUE NO VALUE 145.254.95.186 145.254.95.202 78 0 Q 127 539183 UDP 1027 137 78 2002-11-22 16:39:25
[0 DROP-DEFAULT ippp0 HO WALUE NO WALUE 216.230.154.212 145.254.96.202 78 0 a 106 56652 UDP 1548 137 78 2002-11-22 16:39:53

Fields: 17, Records: 4

Figure 5.1: raw-log, scslog, rew all table
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>4 My 5QL Navigator 1.3.8 - micei@127.0.0.1

| File Edit Style MysQL Tools Help

HJ mice_rav ¥ |salect *from rawlog_line;

=-mice@127.0.0.1
~-Database

Sealert_db
=B mice_rawleg_tab
- [ T -
Key
—-Field
B hestname
B domain
Eip
B esystem
- [ release
- [ version

@ legline

Bl signature

- [Mscslog_line 2

- Kay
=-Field

[ hestname

- B domain

- B ip

i ] osystem
@ release
B version
( date

- [ time

o [ syscall

i B program
@ pid
B uid
 euid

- [ call

[ comment

B mysgl

- Besnort

-G test

- User

Eile Tools Hel

T

P
hostnarme dormain ip osystarm frelease Yarsion date |tima |quHna
O idoru ashpool.org 10,0040 Linusg 24.18-4CE #1 Wed Mar 27 13:57 2002-08-09 194746 lun 39134745 idoru root: test]
O idoru ashpool.org 10,0040 Linux 24.18-4GB #1 Wed Mar 27 13:57 2002-06-09 9. 19:47:47 idoru root: testd
O p15031308 uindd.de 217.160.107.174 Linux 24.18 #15at Apr 20 16:15  2002-06-03 9 13:51:32 p15031308 thef
O p1509130& uindd.de 217.1680.107.174 Linux 2418 #1 Sat Apr 20 16115 2002-08-03 3 20:01:10 p15091308 thef
O idoru ashpoolorg 10,0040 Linux 24.18-4GB #1 Wed Mar 27 13:57 2002-06-09 9 19:59:58 idoru root: test]
O p15031308 uindd.de 217.160.107.174 Linux 24.18 #15at Apr 20 16:15  2002-06-03 920011115 p15091308 sshy
O p1509130& uindd.de 217.180.107.174 Linux 2418 #1 Sat Apr 20 16115 2002-08-03 3 20:28:21 p13091308 ssh|
O p15091308 uindd.de 217.1680.107.174 Linuz 24.18 #1 5at Apr 20 16:115 2002-06-09 9 20:29:50 p15091908 PA
O p15031308 uindd.de 217.160.107.174 Linux 24.18 #15at Apr 20 16:15  2002-06-03 9 205512 p15091308 thef
O p1509130& uindd.de 217.180.107.174 Linux 2418 #1 Sat Apr 20 16115 2002-08-03 3 20:56:27 p130391308 sshf
O p15091308 uindd.de 217.1680.107.174 Linuz 24.18 #1 5at Apr 20 16:115 2002-06-09 92210110 p15091908 PA
O p15031308 uindd.de 217.160.107.174 Linux 24.18 #15at Apr 20 16:15  2002-06-03 9 22:03:02 p15031308 ker|
O ideru ashpool.org 10.0.0.40 Linus 24.12-4CE #1 Wed Mar 27 13:57 2002-08-09 9 22:09:07 idoru kernel: ap)
O idoru ashpool.org 10,0040 Linus 24.18-4CE #1 Wed Mar 27 13:57 2002-06-09 9.22:09:09 idoru su: pam_
O idoru ashpocl.org 10,0040 Linuz 24.184CB #1 Wed Mar 27 13:57 2002-06-09 9 22:09:10 idoru su: pam_
O ideru ashpool.org 10.0.0.40 Linus 24.18-4CE #1 Wed Mar 27 13:57 2002-08-09 9 22:09:12 idoru rpc.moun
O ideru ashpool.org 10,0040 Linux 24.18-4CB #1 Wed Mar 27 13:57 2002-06-09 9 22:09:23 idoru rpestatdl
O idoru ashpocl.org 10,0040 Linuz 24.184CB #1 Wed Mar 27 13:57 2002-06-09 9 22:09:28 idoru kernel: Kej
[ p1509130& uindd.de 217.180.107.174 Linux 2418 #1 Sat Apr 20 16115 2002-08-03 3 221708 p13031308 ker|
O otaku wilan-vpn.ashpoolorg 10,0.1.10 Linux 2.4.18-4GB #9 2002-06-09 9 22:55:36 otaku DataForw|
O otaku wilan-vpn.ashpoolorg 10.0.1.10 Linuz 2.4.18-4CB #9 FriJun 7 14 2002-06-03 9 22:55:42 ctaku smpppd[
[ otaku wilan-ypn.ashpoolorg 10.0,1,10 Linus 24.12-4CE #9 FriJun 7 14:20:  2002-08-09 9 22:55:42 otaku modprob
O otaku wlan-vpnashposlorg 10.0.1.10 Linus 24.18-4CB #9 Frilun 7 14; 2002-06-09 9 22:55:44 ctaku kernel: et
O otaku wilan-vpn.ashpoolorg 10.0.1.10 Linuz 2.4.18-4CB #9 FriJun 7 14 2002-06-03 9 22:56:13 ctaku kdm[101
[ otaku wilan-vpn.ashpoolorg 10.0,1,10 Linus 24.18-4CE #9 FriJun 7 14:20:  2002-08-09 9 22:536:35 otaku kernel: 5
O p15091308 uindd.de 217.1680.107.174 Linux 24.18 #1 5at Apr 20 16:115 2002-06-09 9 23:06:57 p15091308 sshi
O otaku wilan-vpn.ashpoolorg 10.0.1.10 Linuz 2.4.18-4CB #9 FriJun 7 14 2002-06-03 9 2311442 ctaku su: pam_
[ otaku wilan-ypn.ashpoolorg 10.0,1,10 Linus 24.12-4CE #3 FriJun 7 14 2002-08-03 9 231932 otaku sshd(164:
O otaku wlan-vpnashposlorg 10.0.1.10 Linus 2:4.18-4CB #9 Frilun 7 14; 2002-06-09 9.23:35:24 ctaku —~ MARK -
O otaku wilan-vpn.ashpoolorg 10.0.1.10 Linuz 2.4.18-4CB #9 Frilun 7 14200 2002-06-03 9 23:38:29 ctaku su: pam_
O otaku wilan-ypn.ashpool.org 10.0,1,10 Linus 24.12-4CE #9 FriJun 7 14 2002-08-03 9 234518 otaku su: pam_
O otaku wlan-vpnashposlorg 10.0.1.10 Linus 24.18-4CE #3 Frilun 7 14:20:  2002-06-09 9 23:48:50 ctaku su: pam_
O p15031308 uindd.de 217.160.107.174 Linux 24.18 #1 5at Apr 20 16:15 2002-06-03 9 23:57:08 p15031308 sshi
O otaku wilan-ypn.ashpool.org 10.0,1,10 Linus 24.12-4CE #9 FriJun 7 14:20:  2002-08-09 9 23:57:11 otaku kdm[101
O otaku wlan-vpnashposlorg 10.0.1.10 Linus 2:4.18-4CB #9 Frilun 7 14; 2002-06-09 9 235716 otaku init Swits
O otaku wilan-vpn.ashpoolorg 10.0.1.10 Linuz 2.4.18-4CB #9 FriJun 7 14 2002-06-03 9 23:57:18 ctaku smpppd[
O idoru ashpool.org 10.0.0.40 Linus 24.12-4CE #1 Wed Mar 27 13:57 2002-08-10 10 10:04:37 idoru DataFor
O otaku wilan-vpn.ashpoolorg 100,110 Linux 24.18-4CB H#I Frilun 7 14:20: 2002-06-10 10 10:44:51 otaku Jetc/hot|
O otaku wilan-vpn.ashpoolorg 10.0.1.10 Linuz 2.4.18-4CB #9 FriJun 7 14 2002-06-10
O otaku wilan-ypn.ashpool.org 10.0,1,10 Linus 24.12-4CE #9 FriJun 7 14 2002-08-10
O otaku wlan-vpnashposlorg 10.0.1.10 Linus 24.18-4CE #3 Frilun 7 14:20:  2002-06-10

Fields; 10, Records: 23861

Figure 5.2: raw-log table
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2 -H My SQL Navigator 1.3.8 - mice@127.0.0.1
[ Eile Edit style MySQL Tools Help

U m v % |[select * from scslog e where syscall="ope

—-mice@127.0.0.1 File Tocls Help
-Database

~Gealert_db

—-Bemice_rawlog_tab

osystem |release version | date |time |sysca\| | program | pid | uid |euid |caH

Linux 24.184GE #7 Wed Jul 10 12:39 2002-08-17 17:15:34 open sendmail 957 0 Q & = openi/proc/loadayva, 0, 266)

Linux 24.18-4GB #7 Wed Jul 10 12:39 2002-08-17 36 open dataferwarder 336 503 503 7 =openi/etc/hosts, O, 266)

Linux 24.18-4GB #7 Wed Jul 10 12:33 2002-08-17 17: 38 open sendmail 957 0 a B nenl/proc/loadavy, 0, 266)

Linux 24.184GE #7 Wed Jul 10 12:39 2002-08-17 17:15:40 open dataferwarder 336 503 503 7 = openl/etc/hosts, 0, 266)

Linux 24.18-4GB #7 Wed Jul 10 12:39 2002-08-17 open sendmail 357 0 Q 6 peni/proc/loadavy, 0, 266}

B hostname Linux 24.18-4GB #7 Wed Jul 10 12138 2002-08-17 open dataforwarder 338 503 503 7 pentfetc/hosts, 0, 266)

B domain Linux 24.184GB #7 Wed Jul 10 12:39 2002-08-17 open sendmail 957 0 0 B = opent/proc/loadavy, 0. 266)

Hip Linux 24.18-4GB #7 Wed Jul 10 12:39 2002-08-17 open kdeinit 1244 500 500 10 = open{fopt/kde3/share/icons/hicelor/16x1E
Linux 24.18-4GB #7 Wed Jul 10 12:38 2002-08-17 17:15:54 open scslog-ctrl 1486 0 a 3 =openl/dev/scslog, 2, 0)

B osystem
[ release
B version
0 date

@ time

G legling

B signature
=-Mseslon_line =
Key

--Field

B hostname
B demain
Aip

Bl osystem
@ release
@ version
B date

B time

[l syscall

B pregram
@ pid

Bl uid

B euid

B call

B comment

Bermysal
HBesnort

St T il I [«T+]
Usar Fields: 15, Records: 9

Figure 5.3: scslogtable
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Chapter 6

Analysis Agent

The analysis-ageh can be the secondtarget of the raw-log data. At the momen
| will just describe a setup using one analysis-ageh and not more or less.

The setupis nearly the sameas the setup of the raw log database. The only
thing that di ers is the post{processingmodule.

6.1 BuerDaemon

The BufferDaemonwill switch to userdatafwd and group mice after it hassetup
itself correctly. Pleasecreatethis userand group.

6.1.1 Installation

There is only one BufferDaemon but di erent kinds of BufferDaemonRPM les
that contain the appropriate con g les.

root@aa # rpm -ivh mice-bufferdaemon-0.1-0.i386.rpm

mice-bufferdaemon HHHHH R R R R R R
root@aa # rpm -gl mice-bufferdaemon
letc/M-ICE

/etc/M-ICE/bufferdaemon.conf
/etc/init.d/mice-bufferdaemon

lusr/sbin/bufferdaemon
/usr/share/doc/packages/mice-bufferdaemon
lusr/share/doc/packages/mice-bufferdaemon/AUTHORS
/usr/share/doc/packages/mice-bufferdaemon/COPYING
/usr/share/doc/packages/mice-bufferdaemon/ChangelLog
/usr/share/doc/packages/mice-bufferdaemon/INSTALL
lusr/share/doc/packages/mice-bufferdaemon/NEWS
lusr/share/doc/packages/mice-bufferdaemon/README
lusr/share/doc/packages/mice-bufferdaemon/TODO
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root@aa# rpm -ivh mice-bufferdaemon-aa-0.1-0.i386.rpm

mice-bufferdaemon-aa #HHHHHHHHHHHHHHHHHHHHHHHH
root@aa # rpm -gl mice-bufferdaemon-aa

/etc/M-ICE/bufferdaemon-aa.conf

/etc/init.d/mice-bufferdaemon-aa

root@aa # rpm -ivh mice-module-dec-logformat-twofish-0.1-0.i386.rpm
mice-module-dec-logformat-twofish  #HHHHHHHHHHHHHHHHHHH
root@aa # rpm -gl mice-module-dec-logformat-twofish

letc/M-ICE

letc/M-ICE/mice_mod_dec_logformat_twofish.conf
/usr/lib/mice_mod_dec_logformat_twofish.a

lusr/lib/mice_mod_dec_logformat_twofish.la
lusr/lib/mice_mod_dec_logformat_twofish.s0.1.0.0
lusr/share/doc/packages/mice-module-dec-logformat-twofish

/usr/share/doc/packages/mice-module-dec-logformat-twofish/A UHOR
/usr/share/doc/packages/mice-module-dec-logformat-twofish/C OFING
/usr/share/doc/packages/mice-module-dec-logformat-twofish/C hangel.og
lusr/share/doc/packages/mice-module-dec-logformat-twofish/I NSALL
/usr/share/doc/packages/mice-module-dec-logformat-twofish/N EVS
/usr/share/doc/packages/mice-module-dec-logformat-twofish/R EAOME
/usr/share/doc/packages/mice-module-dec-logformat-twofish/T @]

6.1.2 Con guration

Again, the default cong le.

#

# This is the Config File for the Buffer-Daemon - Part of M-ICE IDS
#

# ThomasBiege <thetom@uin4d.de>

#

[ADDRESS]
BINDTO = 0.0.0.0

[PORT_NUMBER]
PORT = 3366

[MODULES_SEARCH_PATH]
MODPATH /lib/M-ICE/
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[DECODING_MODULES]
DEC_MO®D mice_mod_dec_logformat_twofish

[DECODING_MODULES_CONFIG_FILE]
DEC_FILE= /etc/M-ICE/mice_mod_dec_logformat_twofish.conf

[POSTPROC_MODULES]
POST_MGDmice_mod_pop_aa _regex

[POSTPROC_MODULES_CONFIG_FILE]
POST_FILE= /etc/M-ICE/mice_mod_pop_aa_regex.conf

[TIME_INTERVALS]
TIMEINV= 2

[CACHE_AND_RINGBUFFER]

MMPATH= /var/M-ICE/cache.bufferdaemon
MMSIZE= 0

RBSIZE = 100

[SECURITY_AND_PRIVACY]
PSEUDO = no

USER = datafwd

GROUP = mice

CHROOT = /var/M-ICE/chroot/bufferdaemon/
[MISC]

PIDPATH = /var/run/M-ICE/rawlogdb/

BACKLOG = 16

Section[ADDRESSInd [PORTNUMBERDecify the 2-tuple to listen to. These
two sectionsare directly related to the [ENCODINGIODULESFor our exam-
ple that meansthat the BufferDaemon listens to all interfaceson port num-
ber 1977 and forwards all data received at this port to the appropriate de-
coding module. The plain data will be placedin a ring-bu er and processed
by a post{processingmodule after a user-de ned time interval. This inter-
val is speci ed in section [TIMELINTERVALS]The post{processingmodule en-
try in section [POSTPRQ@ODULES§ directly related to the ertry in section
[ENCODINGIODULESFor the BufferDaemoncon guration we have alot of re-
lated sectionsthat may be confusingat the rst time but the following item list
may throw somelight on it:

1. listenon IP 0.0.0.0
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wait for data on port 1977

acceptdata

data will be decaled by the module mice_moddec_logformat _twofish
the plain-text data will be bu ered in a ring-bu er

after 2 secondghe

S A S N A

post{processingmodule mice_modpop_mysql will be called

The ring-bu er can be hold in memory or in a memory-mapped le 1. Both
can be con gured in section[CACHEANDRINGBUFFER]

MMPATH path fro memory-mapped le
MMSIZE sizeof mmapped le in number of ertries (0 means\ ignora )
RBSIZE sizeof ring-bu er in number of ertries (0 means\ ignore )

| think the remaining sectionsare self-explaining.

6.1.3 Controlling

root@aa # rcmice-bufferdaemon-aa start
M-ICE IDS: Starting BufferDaemon (analysis-agent) done
root@rawlogdb # rcmice-bufferdaemon-aa status
M-ICE IDS: Status BufferDaemon (analysis-agent):
1425 1426 1427
done
root@aa # rcmice-bufferdaemon-aa stop
M-ICE IDS: Stopping BufferDaemon (analysis-agent) done

6.2 Analysis Mo dule

The analysis-malule does the tricky job of detection intrusion attempts and
categorizingthe analysisresults. The results will be corverted to an IDMEF
messagend sendto the ManagementHost

6.2.1 Installation

Take carethis module dependson the existenceof libidmef.so.0 and wasjust
created as an testing module. At the momert there is no sophisticatedway to
analysethe data.

lit's not tested at the momert
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root@aa# rpm -ivh  mice-module-pop-aa-regex-0.1-0.i386.rpm

mice-module-pop-aa-rege HHAHHHH AR R R AR R
root@aa # rpm -gql mice-module-pop-aa-regex
letc/M-ICE

/etc/M-ICE/mice_mod_pop_aa_regex.conf
{/usr/lib/mice_mod_pop_aa_regex.a
/usr/lib/mice_mod_pop_aa regex.la

/usr/lib/mice_mod_pop_aa regex.s0.1.0.0
/usr/share/doc/packages/mice-module-pop-aa-regex
lusr/share/doc/packages/mice-module-pop-aa-regex’ AUTHORS
lusr/share/doc/packages/mice-module-pop-aa-regex/COPYING
/usr/share/doc/packages/mice-module-pop-aa-regex/ChangelLog
/usr/share/doc/packages/mice-module-pop-aa-regex/INSTALL
lusr/share/doc/packages/mice-module-pop-aa-regex/NEWS
lusr/share/doc/packages/mice-module-pop-aa-regex’ README
lusr/share/doc/packages/mice-module-pop-aa-regex/TODO

6.2.2 Con guration

These le is a bit more interessting then the once above. It conains all the
various rules for the analysis-malule to match raw-log data to certain kinds of
classi cations.

#

# This is the Config File for the mice_mod_aa-regex- Part of M-ICEIDS
#

# ThomasBiege <thetom@uin4d.de>

#

[HOST_INFO]
Management = 172.16.0.10:4455

Agent = 172.16.0.10:2266

Encryption = yes

MngmntKey = changemel

AgentKey = changeme2

[IDMEF_INFO]

AlertiD =1

AlertIDFile = /var/log/M-ICE/mice_mod_aa_regex-alertid
DTDFile = /etc/M-ICE/idmef-message.dtd

# Authentication Messages
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[AUTH]

AuSendTo
AuS_Rule
AuS_Rule
AuF_Rule
AuF_Rule
AuF_Rule
AuF_Rule

"M
"*session started for user.*"
"*Accepted password.*"
"*FAILED SU.*"

"*Failed password.*"

"*Failed rsa.*"

"*ROOT LOGINREFUSEBROM.*"

# root Actions

[ROOT]

RoSendTo
RoW_Rule
RoR_Rule
RoO_Rule
RoS_Rule
RoE_Rule

# read(2)
[READ]
ReSendTo
ReS Rule
ReF_Rule

# write(2)
[WRITE]
WrSendTo
WrS_Rule
WrF_Rule

IINII

IINII

IINII

# Monitor special UID/GID

[MONITORING]
MoSendTo = "N"

Mo UID ="

Mo GID ="

# Special Applications
[APPS]

ApSendTo = "M"
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Ap_Name = ".*sshd.*"

# Exploit Patterns

[EXPLOIT]

ExSendTo= "M"

Ex_Rule = "*crc32 compensation attack: network attack detected.*"
Ex_Rule = "*GET /scripts/root.exe?/c+dir.*"

Ex_Rule = "*RECV: 163129 bytes of data, O total lines.*"

Ex_Rule = "*REMOTETSI ?2%.*"

# Firewall Patterns

[FIREWALL]

FwSendTo= "M"

FwD_Rule= ".*SuSE-FW-DROP.*"
FWR_Rule= "

FwA_ Rule= "*SuSE-FW-ACCEPT.*"
Fwl_Rule = "*SuSE-FW-ILLEGAL.*"

# Socket Operations

#[SOCKET]

#S0SendTo= "N"
#SoS_Rule= " # Success
#SoF_Rule="" # Failure
#SoC_Rule= " # Connect
#SO0A Rule= " # Accept
#SoL_Rule="" # Listen
#SoR_Rule= " # RawSocket
#SoT_Rule="  # TCP
#SoU_Rule= "  # UDP
#Sol_Rule =™  # ICMP

# Default

[DEFAULT]

DeSendTo= "N"

# EOF

This looks a bit cryptic. Most of the sectionscontain regular expressionto
classifythe raw log data. First a short description:

HOST_INFO information about the managemenh host
and another analysis-agenh
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IDMEF _INFO just someinfo we needfor IDMEF, likethe DTD le
AUTH rulesfor matching authertication failures and success
ROOT rules for matching root actions
READ rulesfor matching read operations

WRITE rulesfor matching read operations
MONITORING rules for monitoring speci ¢ groupsand/or users
APPS rulesfor monitoring applications
EXPLOIT rulesfor matching exploit patterns
FIREWALL rulesfor classifying rew all output
SOCKET not usedat the momen
DEFAULT default action to take if nothing matches

HOST _INF O In this sectionyou can set the IP and port number of another
analysis-agethand/or a ManagementHostFor security reasonsyou should switch
encryption on and changethe default keys.

Every rule-sectionhas a send-toparameter. This parameteris just one char-
acter\ M\ for ManagementHost\ A\ for analysis-agety \ B\ for both types of
componerts and\ N\ for none of the componerts.

AUTH The authertication sectioncortains tags for successfu(AuSRule) and
failed (AuFERule) authertications. The con guration le cortains somecomman
examples.

ROOT Tomonitor interesstingroot actionslikewrite (RoARule), read (RoRRule),
open(RoQRule), sacket operations(RoSRule) and executionof processe$RoERule).
Theserules needa monitoring systemon syscall-lewel on the client system.

READ Rulesfor successfu(ReSRule) and failed (ReFRule) read operations
in generalcan be set here. Theserules needa monitoring systemon syscall-lewel

on the client system.

WRITE  Sameas READBectionfor write operations. Theserules needa moni-
toring systemon syscall-leel on the client system.

MONITORING In this section you can de ne the group- (MaGID and/or
user-IDs(MaUID) to monitor.

APPS  Special applications can be monitored by setting the appropriate rule
in this section.
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FIREW ALL This section cortains the tags for classifying output from, i.e.
SuSE rewall2, like drop (FwDRule), reject (FwRRule), accept (FwARule) and
illegal (Fwl_Rule). Note that theseexamplerules can easily be replacedby rules
appropriate for your rew all logs.
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Chapter 7

Managemen t Host

The ManagementHosis the certral point where all the analysis-resultswill be
collected. Depending on the alert-ID the administrator can de ne reactionsto
be taken. Reactionsare not hardcoded, they areimplemerted in small programs,
that read a simple reaction-messagérom a FIFO and extract the neededinfor-
mations from it to ful | their tasks.

As mentioned beforethe ManagementHostexpects message#n IDMEF for-
mat. IDMEF is a exible, openand extensibleformat basedon UML and XML.
This even allows the ManagementHosto receive message$rom other Intrusion
Detection Systems@. The decading module may remove a shell sourrounding
the IDMEF messagelike headersor encryption. To be able to handle arbitrary
alert-IDs the ManagementHosbr to be more precisethe post{processingmnodule,
needsa table that matchesalert-IDs to reactions. But more on this later.

7.1 BuerDaemon

Nothing new here. Pleasekeepin mind that we just need ONE BufferDaemon
per system but, at the momen, dierent con guration les. This will change
in future sowe have just ONE BufferDaemonand ONE con guration le. The
BufferDaemonwill switch to user datafwd and group mice after it has setup
itself correctly. Pleasecreatethis userand group.

7.1.1 Installation

We haveto install the BufferDaemon the buferdaemoncon g for the ManagementHost
and the decading module. For our purposewe usethe decaling module for ID-
MEF messagegncapsulatedin a two sh encryption.ﬁ

LIf 1 remenber correctly Snort has an IDMEF output plugin
2All you needto adjust hereis the key.

40



root@mh# rpm -ivh mice-bufferdaemon-0.1-0.i386.rpm

mice-bufferdaemon HHAHHHH AR AR R AR
root@mh# rpm -gql mice-bufferdaemon
letc/M-ICE

/etc/M-ICE/bufferdaemon.conf
/etc/init.d/mice-bufferdaemon

/usr/sbin/bufferdaemon
/usr/share/doc/packages/mice-bufferdaemon
lusr/share/doc/packages/mice-bufferdaemon/AUTHORS
lusr/share/doc/packages/mice-bufferdaemon/COPYING
lusr/share/doc/packages/mice-bufferdaemon/ChangelLog
/usr/share/doc/packages/mice-bufferdaemon/INSTALL
/usr/share/doc/packages/mice-bufferdaemon/NEWS
lusr/share/doc/packages/mice-bufferdaemon/README
lusr/share/doc/packages/mice-bufferdaemon/TODO

root@mh# rpm -ivh mice-bufferdaemon-mngmthost-0.1-0.i386.rpm
mice-bufferdaemon-mngmthoStH#HHHHHHHHHHHHHHHHHHHHHHHEH
root@mh# rpm -gl mice-bufferdaemon-mngmthost
/etc/M-1CE/bufferdaemon-mngmthost.conf

/etc/init.d/mice-bufferdaemon-mngmthost

root@mh# rpm -ivh mice-module-dec-idmef-twofish-0.1-0.i386.rpm
mice-module-dec-idmef-twolitHHHHHHHHHHHHHHHHHHHHHH
root@mh# rpm -gl mice-module-dec-idmef-twofish

letc/M-ICE

/etc/M-ICE/mice_mod_dec_idmef_twofish.conf
{usr/lib/mice_mod_dec_idmef_twofish.a
{usr/lib/mice_mod_dec_idmef_twofish.la
/usr/lib/mice_mod_dec_idmef_twofish.s0.1.0.0
lusr/share/doc/packages/mice-module-dec-idmef-twofish
/usr/share/doc/packages/mice-module-dec-idmef-twofish/ AUTHO RS
/usr/share/doc/packages/mice-module-dec-idmef-twofish/COPYI NG
/usr/share/doc/packages/mice-module-dec-idmef-twofish/Chang elLog
lusr/share/doc/packages/mice-module-dec-idmef-twofish/INSTA LL
/usr/share/doc/packages/mice-module-dec-idmef-twofish/NEWS
lusr/share/doc/packages/mice-module-dec-idmef-twofish/ READM E
/usr/share/doc/packages/mice-module-dec-idmef-twofish/ TODO

7.1.2 Con guration

The con guration le looks almost the sameexpect for the decading and post-
processingmodule.
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#

# This is the Config File for the Buffer-Daemon - Part of M-ICE IDS
#

# ThomasBiege <thetom@uin4d.de>

#

[ADDRESS]
BINDTO = 0.0.0.0

[PORT_NUMBER]
PORT = 4455

[MODULES_SEARCH_PATH]
MODPATH /lib/M-ICE/

[ENCODING_MODULES]
ENC_MOD mice_mod_enc_idmef_twofish

[ENCODING_MODULES_CONFIG_FILE]
ENC_FILE= /etc/M-ICE/mice_mod_enc_idmef_twofish.conf

[OUTPUT_MODULES]
OUT_MOD mice_mod_out_act_generic

[OUTPUT_MODULES_CONFIG_FILE]
OUT_FILE= /etc/M-ICE/mice_mod_out_act_generic.conf

[TIME_INTERVALS]
TIMEINV= 2

[CACHE_AND_RINGBUFFER]

MMPATH= /var/M-ICE/cache \texttt{BufferDaemon}
MMSIZE = 0

RBSIZE = 100

[SECURITY_AND_PRIVACY]

PSEUDO = no
USER = datafwd
GROUP = mice

CHROOT = /var/M-ICE/chroot/bufferdaemon/

[MISC]
PIDPATH = /var/run/M-ICE/mngmthost/
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BACKLOG = 16

7.1.3 Controlling

root@mh# rcmice-bufferdaemon-mngmthost start
M-ICE IDS: Starting BufferDaemon (ManagementHost) done
root@mh# rcmice-bufferdaemon-mngmthost status
M-ICE IDS: Status BufferDaemon (ManagementHost):
2324 2326 2327
done
root@mh# rcmice-bufferdaemon-mngmthost stop
M-ICE IDS: Stopping BufferDaemon (ManagementHost) done

7.2 Managemen t Mo dule

The post{processingmodule usedto implemert the managemenh operations is
called mice_modout _act _generic .

7.2.1 Installation

This padkageneedslibidmef to be installed.

root@mh# rpm -ivh mice-module-pop-act-generic-0.1-0.i386.rpm
mice-module-pop-act-genertHHHHHHHHHHHHHHHHHHH
root@mh# rpm -gl mice-module-pop-act-generic

/letc/M-ICE

letc/M-ICE/match_file_aa_regex.txt
letc/M-ICE/match_file_aa_webstat.txt
/etc/M-ICE/mice_mod_pop_act_generic.conf
/usr/lib/mice_mod_pop_act_generic.a
/usr/lib/mice_mod_pop_act_generic.la
/usr/lib/mice_mod_pop_act_generic.s0.1.0.0
/usr/share/doc/packages/mice-module-pop-act-generic
/usr/share/doc/packages/mice-module-pop-act-generic/AUTHORS
/usr/share/doc/packages/mice-module-pop-act-generic/ COPYING
/usr/share/doc/packages/mice-module-pop-act-generic/Changel.  og
/usr/share/doc/packages/mice-module-pop-act-generic/INSTALL
/usr/share/doc/packages/mice-module-pop-act-generic/NEWS
/usr/share/doc/packages/mice-module-pop-act-generic/README
/usr/share/doc/packages/mice-module-pop-act-generic/TODO

43



7.2.2 Con guration

First lets look at the con guration le mice_modpop_act _generic.conf .

#

# This is the Config File for the mice_mod_aa-regex- Part of M-ICE IDS
#

# ThomasBiege <thetom@uin4d.de>

#

# List of Reaktion IDs

[REACTION_ID]
RID = 1
RID = 2
RID = 3
RID = 4

# and associated namedpipes
[RID_PIPENAME]

PIPE = rid_1_write_to_syslog
PIPE = rid_2_send_to_alert_db
PIPE = rid_3_save_to file
PIPE = rid_4 countermeasure

# Every Analyzer must send an ID...
[ANALYZER_ID]
ANAID= "MICE-RegEx" # IDMEFAnalyzer ID field

# ... to select the right file for matching Alert ID -> Reaction ID
[ANALYZER_MATCHFILE]
MF= match_file_aa regex.txt

[IDMEF_INFO]
DTDFile = /etc/M-ICE/idmef-message.dtd

[MISC]

MOD_PATH = /lib/M-ICE
PIPE_PATH = /var/run/M-ICE
PID_PATH = /var/run/M-ICE
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MATCH_PATH /etc/M-ICE/matchfiles

USER = datafwd
GROUP = mice
# EOF

Section[REACTIOND] , [RID _PIPENAMEnd section[ANALYZERD] , [ANALYZERATCHFILE]
are directly related.
Let me descrike them a bit more in detail:

REACTION _ID Just a growing list of numerical identi ers
for the reaction-madules.
PIPENAME Nameof FIFO, ewery reaction-agenh hasits own FIFO.
ANALYZER_ID ID string of IDMEF messag€IDS identi er).
ANALYZER _MATCHFILE This is the mostimportant part and includesa table
for matching an alert-ID to an alert-description and
to the appropriate reaction.

7.2.3 The Matc h File

This le is usedby the act-genericpost{processingmodule to match alert-IDs
to descriptionsand reactions. The following is an exampleof the regexanalysis
post{processingmodule.

#

# First we have to describe the Alarm we detect.
# This depends on the Analysis Module

#

# AlertiD from IDMEFCIlassification-->name

[ALERT_ID]

AID = 0x1010  # RT_AUTH_S
AID = 0x1020  # RT _AUTH_F
AID = 0x2010  # RT_ROOT W
AID = 0x2020 # RT_ROOT_O
AID = 0x2030  # RT_ROOT R
AID = 0x2040  # RT_ROOT_S
AID = 0x2050 # RT_ROOT E
AID = 0x3010 # RT_READ_S
AID = 0x3020 # RT_READ F
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AID = 0x4010 # RT_WRITE_S
AID = 0x4020 # RT_WRITE_F

AID = 0x5010 # RT_MONI_U
AID = 0x5020 # RT_MONI_G

AID = 0x6010  # RT_APPS N

AID = 0x7010  # RT_EXPL
AID = 0x8010 # RT_FW D
AID = 0x8020 # RT_FW_R
AID = 0x8030 # RT_FW_A
AID = 0x8040 # RT_FW._|

# Description for AlertlD
[ALERT_ID_DESCRIPTION]

AID_DESG "Authentication  Success"
AID_DESG "Authentication  Failure"
AID_DESG "Superuser writes to File"
AID_DESG "Superuser opens File"
AID_DESG "Superuser reads from File"
AID_DESG "Superuser does Operation on Socket"
AID_DESG "Superuser executes Code"
AID_DESG "Read Success"

AID_DESG "Read Failure"

AID_DESG "Write Success"
AID_DESG "Write Failure"

AID_DESG "Monitoring UserID"
AID_DESG "Monitoring GrouplD"
AID_DESG "Monitoring Application”
AID_DESG "Exploit Signature detected"
AID_DESG "Firewall Rule: Drop"
AID_DESG "Firewall Rule: Reject"
AID_DESG "Firewall Rule: Accept"
AID_DESG "Firewall Rule: lllegal"

#
# Which Reaction should be triggered by which Alert(s)?
#
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# Write to Syslog

[RID_1]

AID_1 = 0x1010
AID_1 = 0x1020
AID_1 = 0x2010

AID_1 = 0x2020
AID_1 = 0x2030
AID_1 = 0x2040
AID_1 = 0x2050
AID_1 = 0x3010
AID_1 = 0x3020
AID_1 = 0x4010
AID_1 = 0x4020
AID_1 = 0x5010
AID_1 = 0x5020
AID_1 = 0x6010
AID_1 = 0x7010

# Sendto Alert
[RID_2]

AID_2 = 0x1010
AID_2 = 0x1020

AID_2 = 0x2010
AID_2 = 0x2020
AID_2 = 0x2030
AID_2 = 0x2040
AID_2 = 0x2050
AID_2 = 0x3010
AID_2 = 0x3020
AID_2 = 0x4010
AID_2 = 0x4020
AID_2 = 0x5010
AID_2 = 0x5020
AID_2 = 0x6010
AID_2 = 0x7010
AID_2 = 0x8010

AID_2 = 0x8020
AID_2 = 0x8030
AID_2 = 0x8040

# Save to File

DB
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[RID_3]

AID_3 = 0x1010
AID_3 = 0x1020
AID_3 = 0x2010
AID_3 = 0x2020

AID_3 = 0x2030
AID_3 = 0x2040
AID_3 = 0x2050
AID_3 = 0x3010
AID_3 = 0x3020
AID_3 = 0x4010
AID_3 = 0x4020
AID_3 = 0x5010
AID_3 = 0x5020
AID_3 = 0x6010
AID_3 = 0x7010

# Countermeasure
[RID_4]

AID_4 = 0x6010
AID_4 = 0x7010

# EMPTY
[RID_5]

# EMPTY
[RID_6]

# EMPTY
[RID_7]

# EMPTY
[RID_8]

# EMPTY
[RID_9]

# EMPTY
[RID_10]
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# EOF

ALERT_ID Numericaliderti er to look for in IDMEF message.
ALERT _ID _DESCRIPTION Description of alert.
RID 1 List of alert-IDs that trigger reaction with ID 1
RID 2 List of alert-IDs that trigger reaction with ID 2
RID x List of alert-IDs that trigger reaction with ID x

7.3 MySQL Database

This is the seconddatabasewe have to establish. Its purposeis storing the
detectedalerts that were received by the ManagementHost

7.3.1 Installation

Just install the MySQL padkage available for your system. It should be part of
the CDs shipped with the carton box you bough or you can fetch it from the
internet [6].

7.3.2 Con guration

I will just describe the basic steps neededto create a databasetable and the
appropriate userto accesdghis table. First we ched if the sener is running and
createa database.

root@mh# rcmysqgl status
Checking for service MySQL: running

root@mh# mysq|l
Welcometo the MySQLmonitor. Commandsnd with ; or \g.
Your MySQlconnection id is 2 to server version: 4.0.15

Type 'help; or \n' for help. Type ¢ to clear the buffer.
mysql> create database alert_db

Quer-;dK, 1 row affected (0.00 sec)

mysql> quit

Bye
root@mh#
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Now we haveto |l this databasewith our structure. For this purposel have
written a text le that can be usedas input for the mysgl command. These
text le is part of the mice-0.1-0.i386.rpm le.

root@mh# mysqgl alertdb <\
/usr/share/doc/packages/mice/create_mysqgl_tab_for_alert_log S. txt

The following table is created. 3

CREATHABLEalert_entry ( alertid TEXT,
alertdesc TEXT,
classification TEXT,
date DATE,
time TIME,
analyzerid TEXT,
source_address TEXT,
source_user TEXT,
source_process TEXT,
source_service TEXT,
target_address TEXT,
target_user TEXT,
target_process TEXT,
target_service TEXT,
idmefmsg TEXT,
signature TEXT);

Next we have to createthe accour for the MySQL userusedby the reaction-
agen to accesghe database.

root@mh# mysql alert_db
Welcometo the MySQLmonitor.
Your MySQlconnection id is 6 to server version:

Commandsnd with ; or \g.

4.0.15

Type 'help;” or \h' for help. Type \c' to clear the buffer.

mysql> grant INSERT,SELEC®n alert_entry.*
IDENTIFIEDBY 'hallo’;

Query OK, 0 rows affected (0.00 sec)

to alertdb@127.0.0.1 \

Let us ched the table.

mysql> select * from alert_entry;
Empty set (0.03 sec)

That's it sofar.

3Pleasenote, thesetables really needto be improved.
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7.3.3 Controlling

Pleaseconsult the documertation of your vendorsMySQL padagefor informa-
tion about cortrolling the MySQL sener.

7.4 Reaction Agents

As mentioned beforethe reaction-ageits are smalltoolsthat read a messagdrom
aFIFO andful | their job. There exist four default reaction-agems handling the
following actions:

save IDMEF messagédo le
sendIDMEF messagédo alert-DB
sendIDMEF messagdo syslog

counermeasure

7.4.1 Installation

The RPM padagesareinstalled asalways (libidmef and libmysqgiclient needs
to be installed).

root@mh# rpm -ivh mice-module-rid-savetofile-0.1-0.i386.rpm
mice-module-rid-savetofil#H#HHHHHHHHHHHHHHHHHHHHHHHHHHHHHH T T
root@mh# rpm -gql mice-module-rid-savetofile

letc/M-ICE

/etc/M-ICE/rid_3_save_to_file.conf
/etc/init.d/MICE-rid_3_save _to_file

l/usr/sbin/rid_3_save_to file
/usr/share/doc/packages/mice-module-rid-savetofile
/usr/share/doc/packages/mice-module-rid-savetofile/AUTHORS
lusr/share/doc/packages/mice-module-rid-savetofile/ COPYING
/usr/share/doc/packages/mice-module-rid-savetofile/ChangelLo g
lusr/share/doc/packages/mice-module-rid-savetofile/INSTALL
/usr/share/doc/packages/mice-module-rid-savetofile/NEWS
/usr/share/doc/packages/mice-module-rid-savetofile/README
lusr/share/doc/packages/mice-module-rid-savetofile/TODO

root@mh# rpm -ivh mice-module-rid-sendtoalertdb-0.1-0.i386.rpm
mice-module-rid-sendtoale#HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
root@mh# rpm -gl mice-module-rid-sendtoalertdb

/letc/M-ICE
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/etc/M-ICE/rid_2_send_to_alert_db.conf
/etc/init.d/MICE-rid_2_send_to_alert_db

/usr/sbin/rid_2 _send_to_alert_db
/usr/share/doc/packages/mice-module-rid-sendtoalertdb
/usr/share/doc/packages/mice-module-rid-sendtoalertdb/AUTHO
/usr/share/doc/packages/mice-module-rid-sendtoalertdb/COPY]
/usr/share/doc/packages/mice-module-rid-sendtoalertdb/Chang
/usr/share/doc/packages/mice-module-rid-sendtoalertdb/INSTA
lusr/share/doc/packages/mice-module-rid-sendtoalertdb/NEWS
/usr/share/doc/packages/mice-module-rid-sendtoalertdb/READM
lusr/share/doc/packages/mice-module-rid-sendtoalertdb/TODO

root@mh# rpm -ivh mice-module-rid-writetosyslog-0.1-0.i386.rpm

RS
NG
elLog
LL

mice-module-rid-writetoSy#H#HHHHHHHHHHHHHHHHHHHHHHHHHHHH A

root@mh# rpm -ql
letc/M-ICE
/etc/M-ICE/rid_1_write_to_syslog.conf
/etc/init.d/MICE-rid_1_write_to_syslog
fusr/sbin/rid_1_write_to_syslog
lusr/share/doc/packages/mice-module-rid-writetosyslog
/usr/share/doc/packages/mice-module-rid-writetosyslog/AUTHO
/usr/share/doc/packages/mice-module-rid-writetosyslog/COPY]
/usr/share/doc/packages/mice-module-rid-writetosyslog/Chang
/usr/share/doc/packages/mice-module-rid-writetosyslog/INSTA
lusr/share/doc/packages/mice-module-rid-writetosyslog/NEWS
lusr/share/doc/packages/mice-module-rid-writetosyslog/READM
/usr/share/doc/packages/mice-module-rid-writetosyslog/TODO

mice-module-rid-writetosyslog

RS
NG
elLog
LL

E

root@mh# rpm -ivh mice-module-rid-countermeasure-0.1-0.i386.rpm

mice-module-rid-counter
root@mh# rpm -gql mice-module-rid-countermeasure
letc/M-ICE

/etc/M-ICE/rid_4 countermeasure.conf
/etc/init.d/MICE-rid_4_countermeasure

/usr/sbin/rid_4 countermeasure
/usr/share/doc/packages/mice-module-rid-countermeasure
lusr/share/doc/packages/mice-module-rid-countermeasure/AUTH
/usr/share/doc/packages/mice-module-rid-countermeasure/COPY
/usr/share/doc/packages/mice-module-rid-countermeasure/Chan
/usr/share/doc/packages/mice-module-rid-countermeasure/INST
/usr/share/doc/packages/mice-module-rid-countermeasure/NEWS
lusr/share/doc/packages/mice-module-rid-countermeasure/READ
/usr/share/doc/packages/mice-module-rid-countermeasure/TODO
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7.4.2 Con guration

All con guration les include a line that descrikes the path to the FIFO. In
general most reaction-agems just need little con guration modi cations. The
sectionsare self-explainingﬂ

7.5 Usage

The databasecan be read out by using your favorite mysql-cliert.

7.5.1 Reading out the Alert Database

Figure 7.1: read all recordsand show table contents

4As always, let me know if not.
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Figure 7.2: read all records

Figure 7.3: list authertication-failures
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Chapter 8
ToDo

test if uptodate
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App endix A

Abbreviations

DAC Discretionary AccessControl (all les are protected by DAC rules)
DoS Denial{of{Service
FIF O First In, First Out; NamedPipe; local InterprocessCommunication
GNU GNU's Not Unix!, Projekt of the Free Software Foundation
GUI Graphical User Interface
IDMEF Intrusion Detection MessageExchangeFormat
IDS Instrusion Detection System
IP Internet Protocol, s. RFC{791 [3]
LAuUS Linux Audit-Subsystem
LKM LoadableKernel Modul
PAM Pluggable Authentication Module
SO Security O cer
SQL Structured Query Language
SSL SecureSacket Layer, Encryption on presenationlayer
Syslog native Unix Logging System
TCP TransmissionCorntrol Protocol, s. RFC{793 [3]
UDP UserDatagram Protocol, s. RFC{768 [3]
UML Unied Modeling Language
XML Extensible Markup Language
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